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. INTRODUCTION

Conducting elections will never be the same in the State of Florida. This
s espocially wu@ v Miami-Dade County. T aras e sertarverd
There will he no more controversy surrounding hanging chads. Overvoles have
been effectively eliminated with the implementation of new technology and volers
are now alerted when an undervote is cast. The price of conducting elections will
also never be the same again. This, too, is especially lrue in Miami-Dade
County. Not counting the price of initially procuring our new technology, the
operational costs of conducling clections have and, no doubt, will continue 1o
skyrocket.

£

In response to the debacle of the Saeptember 10, 2002 Primary Election,
the OIG was requested by the Mayor and Board of County Commissioners to
investigate the problems contributing to the election’'s operational deficiencies
and, by September 20, 2002, present a repoit detailing viable recommendations
which could effeclively be implemented to achieve a successful November
general election. The OIG did comply with this request and issued its reporl.
Primarily, the report recommended that the County treat the impending election
15 a crisis situation where a “must not fail” mentality was mandatory. The OIG
recommended that the County's crisis management professionals lead lhe effort
to support logistical, planning, and training requirements for the orderly and
human-power supported efforts capable of ensuring a successful election. The
actions undertaken by all County departments and staff must be commended for
their tireless, round-the-clock efforts.  This is aspecially true of Director Carlos
Alvarez of the Miami-Dade Police Department, who was tapped to lead the effort
as the General Election Special Project Manager. Furthermore, the supporl and
leadership provided by the County Commission's Elections Task Force and the
Miami-Dade Election Reform Coalition (the Coalition) also greatly contributed to
a comprehensive effort to ensure a successful election.

The OIG recognizes that the monetary and human resource costs
associated with the Navember 2002 General Election were unavoidabie. By last
report, the total cost approximated $5 million dollars.’ While approximately $2.1
million of the above total was for police overime and will, we hope, not be as
high in future elections, anticipated Flections Department staffing increases and

' Saurce: County Manager's Memorandum to the Elections Subcommittee, "November 5 Election
Fxpense Report,” dited Febrary 21, 2007
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the need for pre-clection security details will, nevertheless, contribule to the
bottom-iine increascd cost of clections. The recognized, inescapable need for
county personnet 1o continue staffing polling locations is also a cost factor, as arc
extra efforts in poll worker recruitment and training. Elections Department staff
will also have to undergo continuous training, pspecially as software and
firmware upgrades are made to the voting system. Additional equipment, not
originally anticipated, must also be purchased to utilize the voling system. 1t has
also been recognized that the Elections Department needs new facilities that
should incorporate warchousing, training and administrative functions. And let us
not forget that the voting system itself was a $24 million dollar purchase that has
drawn controversy and provoked guestions about future usability.

Finally, the OIG noted in its September 20, 2002, report that “the OIG is
nol comfortable with the iVotronic Systern procurement process and the
performance of the contractual obtigations of the vendor. As such, fihe OIG] has
initiated a separate inquiry to examine the contract.” This report details our
findings.

. BACKGROUND

On December 14, 2000, Governor Jeb Bush, through Executive Order
2000-349, convened a task force to study the elections debacle surrounding the
MNovember 2000 Presidential Elections.

The Task Force report, dated March 1, 2001, recommended a uniform
voling system (hroughout the State, which meets both Florida's "Voting System
Standards” and “User Standards” by having low voter rates of error, ease of set-
up, ease of use, ease of maintenance, and the ability for voters to make changes
and corrections.

During the 2001 Legislative session, ihe Florida Legislature passed the
“Florida Election Reform Act of 2001,” Chapter 2001-40, Laws of Florida. The
legislation was signed by the Governor on May 10, 2001. The most significant
impact of the new law was the elfective han of punchcard voting to be effective
by the September 2002 primarics. New voling systems were required to notify
in-person voters if an individual overvoted, e.g., voled for more than one
candidate in a given race. The systern was required to reject overvotes,
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Additionally, if a voler did not cast a vole for a given candidate in a given race
(undervoted), the system was required to notify the voter. To achieve these
goals, only marksense voting with optical scan equipment at cach precinet and/or
direct recording cquipment (DRE) touch-screen devices were  effectively
authorized for in-person voting.

As for Miami-Dade County, on July 24, 2001, a Request for Proposal
(RFP) to procure a Voting System was approved by the Board of County
Commissioners (BCC). The RFP sought a tumkey DRE Voting System with
7.200 touch-screen voting booths to be used for in-person voting (for both early
voting and voting on election day) and a turnkey optical scan system to
accommodate all mail-in absentee voters. Proposals were initially due on
September 21, 2001. By way of addendum, the due dale was extended to
September 25, 2001.

Forma! Selection Commitiee kickoff meetings were held on September 27,
2001 and October 10, 2001, Oral Presentations were heard by three vendors.
Election Systems and Software, Inc. (herginafter ES&S) made its oral
presentation to the Selection Commiltee on October 15, 2001. By way of
memorandum, the County Manager was advised Ihat ES&S received the highest
ranking of the Selection Committee. Thereafter, a Negotiations Committee was
devised and directed to negotiate a contract with ES&S. Negotiations took place
from December 6, 2001 through January 10, 2002, at times with multiple
negotiations taking place simuitaneously. On January 29, 2002, the Voting
Systems Contract RFP No. 326 was brought before the BCC for contract award.
Given implementation and operational time constraints, County staff asked for
the bid protest period to be waived. The BCC approved the item and awarded
lhe contract to ES&S. Among other important provisions, the contract required
E£S&S to deliver a voting systern capable of supporting three languages.

At the time of the contract award, ES&S had not been cerlified by lhe
State lo run a tri-lingual ballot on its iVotronic touch-screen machines.  This
finally oceurred four months later on May 7, 2002, with the certification of ES&S
Release 3, which included Votronic firmware level 7.25.0. Only after its
certification did Miami-Dade’s elections officials see the tri-lingual ballol's layout
- two columns. Shortly thereafter, both Miami-Dade and Broward County
olection officials requested that ES&S redesign the tri-lingual ballot in a single
colurnn format.  Some other modifications, mainly to the ballot template, were
also requested. (See Exhibit A). The tri-lingual ballol redesign was resubmitted
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1o the State Bureau of Voting System Certification on July 3, 2002, Certification
was achieved on August 7, 2002, as ES&S Reloase 4, including firmware version
7.4.5.0.

Just prior to the Scptember 10, 2002 primary election, ES&S required
modifications to its Flection Data Manager and ME50  optical  scanner.
Apparently, the system was experiencing some problems and there was a last
minute rush to have the modifications certified. These modifications were
included in Release 4.2, the voting system cerification that was used by Miami-
Dade County in both the primary and general clections. Z

As we know from the OIG's investigation of the primary election of
September 20, 2002, the debacie was, in large part, caused by the exorbitant
set-up time required by the ES&S devices. During the time from the primary to
the general election, ES&S had apparently developed a work-around to the
lenglhy opening polls process.  As explained by ES&S, these modifications
would allow the removal of the Master PER (personal electronic ballot) device
after a few minutes during the boot-up sequence. The remainder of the boot-up
sequence, while not shortened, could continue without the presence of the PEB.
Therefore, the Master PEB could then be utilized to open the next machine. This
firmware modification was mentioned in the County Manager's Status Report to
ihe Governor, dated September 19, 2002, and was brought up in a County slaff
meeting, which took place at the Miami-Dade Police Department on Saturday,
September 21, 2002.° It was decided at that meeting by Special Project

? The application for Release 4.2 was submitted on Augusl 13, 2002 and was cerified on August
21, 2002.
* I his report to the Governaor, the County Manager wriles: "[ES&S] has advised that they will
completa modifications 1o the firmware Miami-Dade County uses to support its thres-language
hallols by Friday, September 20, 2002. ... The abiity of Miami-f2ade County to wtilize: the revised
firmware is contingent upon the successful certification of that firmware by the State Division of
Elections by September 27" ESA&S has requested from the Stale an expedited review and
approval process, We ask for your assistance in ensuring that this happens in a timety manner.”

On September 20, 2002, the Chiet of the Voting Systemn Certification Bureau wriles to
ES&S regarding the above stalements 1o the Governor:  "As of this wriling we have had no
communications from you notifying us that & new product is going o be submitted. We have had
no communications in wiiting, or by lelephone, regarding the need to provide you with an
expedited review and approval process. You have not filed application for certification of the new
product.  And, as of this writing, Wyle Laboratwries roporte that they have nol received any
firmnmware from you as described above.”

Cvin without knowing of these delays, it was a wise decision o abandon depending on
the 7.5 fix to cure the boot-up problem.
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Manager Alvarer that ther County would not e this upgrade, bub instead
logistically plan the election around known factars not new untested vanables.

[he cortification package for firmware version 7.5 {(intended Release 4.3)
was electronically sent to the State Certification Bureau on September 24, 2002
(officially delivered  on September 26, 2002), and testing was tentatively
seheduled in Miami for Friday, October 4, 2002 through Sunday, Octobor 6,
2002 On Thursday, October 3, 2002, L£S85 withdrew its application for
certification of Release 4.3,

On December 11, 2002, ES&S resubmitted its application for certification
of firmware version 7.5 (intended Release 4.3). From Decermnber 2002 to March
26, 2003, ES&S made additional submissions of technical dala package
components in support of its application for certification. After a thorough review
by the State, the ES&S application was recently deemed complete. (Sae Exhibit
B). In short, as of the wriling of this_report,_no permanent solution 1o the start-up
problem_has been implemented, however, 3 gualification test for firmware version
7.5 is currentlyscheduled for_April_28_through April 30, 2003, in_Omaha,
Nebraska. According to sentiments of County staff, firmware version 7.5 is only
seen as'\a band-aidsolution 10 the_start-up problem, The real hope ligs in version

8.0, a praduct that is marketed by ES&S to its FFlorda chents, but_has yet to be
received by the State for certification. .

While no application for certification has ycl to b received by the State,
there has been much discussion about an intended firmware version 8.0 As
represented by C£S&S duong a Florida Users Group meeting in FL. Meyers,
Florida, iVotronic firmware version 8.0 is only one aspect of an intended
complete Unity System upgrade. The upgrades affect the whole spectrum of the
Unity System, including the Election Data Manager, Ballot Image Manager, Data
Acquisition Manager, Reporling Manager, and Hardware Programming Manager.

As explained to the OIG by County elections otficials, these upgrades are
anticipated to be certified by the fall of 2003, and are intended to be utilized in the
Presidentinl Preference Primaries and General Election of 2004,  Cost data
rolated to these upgrades in not yet available.
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IV. ISSUES - OBSERVATIONS AND FINDINGS

A. VOTING SYSTEMS CERTIFICATION

“Noy electronic or electromechanical voting system may be used by
any county or municipality in Florida unless the Division of Elections
has issued a coertification or provisional certification of the vating
system’s compliance with Florida's requirements pursuant to the
application and evaluation processes described in this document.”
Morida Voting Systems Standards (FVSS).

The Bureau of Voting System Certification

I a nutshell, the Florida Election Reform Act of 2001 outlawed the use of
puncheard voting equipment and only authorizes the use of touch-screen DRE
devices andfor marksense paper ballots in conjunction with a marksense
scanner, a.k.a. optical scan voling equipment. The Florida Department of State,
Division of Elections, Bureau of Voting Systems Certification is charged with
certifying voting systems in accordance with the FVSS5.

The FVSS, which is available via the nternct, sets forth the minimum
standards of voting systems and establishes testing and certification procedures
to determine if the required minimum standards have been met. For example,
hese standards speak to ballot definition, consolidation and verification of
precinct results, verification at the polling place, voting functions, voting
tabulation, obtaining various reports, auditability, and data integrity.  In other
words, the legislation requires minimal standards by which the state is, therefore,
able to certify election results.

But what_the FV55 does not evaluale js the ease and operation of the
voling system, whether the machines _boot-up quickly enough to allow for the
polling_place to be opgned within one hour (or_any given lenath of time), how
quickly the machine is able to tabulate results, and the speed_in which precinet
reports can be produced, There are no rpinimum standards regarding the speed
of the processor, or how much _random _Aaccess memory (RAM) or read only
memory (ROM) each machine rmust-have:- the caso of nntical acan equipment,
there are no standards regarding the speed in which it takes to scan and read a
marksenso baliot. Under the FVSS, an optical scanner could take, for instance,
five minutes o scan one ballot, 50 long as it is accurale, reliable and detects
arrors, undervotes and overvoltes.
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During the course of our inguiry, we determined that County officials have
~ critical misunderstanding® of exaclly what the term “cartification” means, and ~-
RETETore, have over-relied on the fact that a product is “certified.”  Thore is the
notion that if the product is “certified,” it somehow means more: than whiat it is.
Simply put - certification means that the product (the voling system) may be
used in the State of Florida. Certification is by no means a product endorsement,
it has no bearing on whether it is a good product,  Certification also has no
bearing on whether the product will perform to the necds or expectations of any
county, small or big. It does not address whelher a system is “state of the art
technology.” Most importantly, certification _does not_test or_ verify  the
representations -- sales pitch -- made by the vendor,_ _A product can he cortificd
under the FVSS cven if none of the vendor's representations_to iocat eleclions —
officials come true,

During the course of this inquiry, the OIG has heard a variety of oxcuses
on the part of County staff to explain the deficiencies in the iVotronics, including
commenls on certification, such as “bul the State certified it", "we're relying on
the State's cerlification”, "the State should have known” and “the State should
test to see if the polling place can be opcned it onc how.” - The beltorm line s
that the State is not responsible, under current law, to evaluate boot-up times.
Pointing fingers at it, so as o fix responsibility, is unacceptable.

Even as late as Aprl 2003 0 aoreceol County_slaff. meeting which
discussed among other issues, the anticipaled state certifications of firmware
versions 7.5 and 8.0, the issue of state certification was still not understood. The
questions were raised: "What does the Stale certify? What does certification
mean?” The comment was then voiced that if we [County staff] still have
questions about what certification means, then we must have relied on our own
interpretation. The OIG agrees with this statement. It is highly recommended
that County staff become independently knowledgeable of the contents of the
FVSS, and not rely on the vendor to pass messages back and forth between
Miami-Dade elections officials and the State's Certification Bureau.

With regards to the recenlly submitted request for certification for
iVolronics firmware version 7.5 (ES&S Release 4.3), and the illusive 8.0, the QlG
strongly cautions County stalf not to be overly reliant on “certification.”
Certification is, of course, a prercquisite to using the firmware modification.
However as previously illustrated, certification _does not verify the marketing
representations of the vendor,
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Certification and the Tri-Lingual Requirements of the RFP

Section 2.1 “Requirements and Services” {requirement No. 9) of the RFP
required that “Ballots must be_in_available in English, Spanish _and Creole.”
Additionally, Section 3.2 “Contents of Proposal” subsection (5)(i) “Technical
information” required the proposer to submit a statement regarding language
availability. In response to meeting these requirements, ES&S stated:

“Although we comply with this requirement through our ability 10
format EnglishiSpanish and English/Creole units that can be used
simultancously in the same precinct, we are currently working on
software maodifications 1o deploy units that have three language
capabilities.  These software modifications will be completed by
beginning of next year, and prior to May 2002 implementation
timeline:.

In the event that a special election would be called prior to the time
that these software changes wouid be implemented, ES&S will
ensure that citizens in Miami-Dade County can vote utihizing any
three of the tanguage formats by providing sufficient English/Creole
and English/Spanish unils at designated precincts that would be
clearly labeled so  that individuals needing these specialized
language services will have the ability to utilize the appropriate
units."

The issue of tri-lingual ballot certification was extensively discussed
among RFP Sciection Committee members even prior to the oral presentations.
During the second Selection Committee mecting of Octaber 10, 2001, it was
acknowledged that ES&S was not certified in a tri-lingual bhallot, but it was
determined thal ES&S met the RFP_requirements because it could deploy
English/Creole booths in the same precinct utilizing English/Spanish booths.

A few days later, during ES&S’ oral presentation to Selection Committee
members, ES&S touted that they could do ballots in a variety of languages:
English, Spanish, French, Chinese, Vietnamese, Japanese, Korean, elc. When

"ES&S Propasal, dated Septembor 21, 2000, pg. 31 in response to [RFP requiremoent No, 9. See
aso FR&S response 1o subseotion (5)(1) on pg. 41 of its proposal, which substantially makes the
Sarne response.
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asked aboul Greole, FS&S representatives stated that they were still working on
Creole, but that they had the capability to put any language requested on the
devicn,

While a tii-lingual ballol was eventually certified by the State (Release 3.0
on May 7, 2002 and Releasa 4.0 on August 7, 2002}, the above excerpts are
interesting in fight of recent discussions regarding mulli-lingual options. Miarmi-
Dade County Elections Departiment officials recently explained during a staff
meeting on Aprl 1, 2003, that the utilization of a bi-lingual English/Creole ballot
would necessitate an additional state cerlification, as ES&S had only certified its
Engtish/Spanish text-based ballot. Therefore, prior to the September 2002
Primary, the option of utilizing two sets of touch-screen devices for certaine
Creole-speaking precincts, in favor of waiting for the tri-lingual ballot certification,
was abandoned. Additionally, it was rationalized that future deployment of both
English/Spanish and Enghsh/Creole booths would Lo logistically difficuit because
it would still require a certification for a bi-lingual English/Creole ballot and would
necessitate two sets of PEBs for two sels of bi-lingual touch-screen booths.
Allocation determinations would also have to be made to ensure that enough
Fnglish/Creole PEBs are distributed to the designated precincts requiring the
availahility of ali three languages.

Should the above analysis be  correct (a new certification  for
English/Creole was necessary®), then it raises the question of whether or not
ES&S did, in fact, meet the language requiremnent of the RFP. Could ES&S have
deployed both English/Spanish and English/Creole booths in the same precinct?
Furthermore, should Miami-Dade County find that the software upgrades do not
provide an adequate work-around to the boot-up problem, the County may want
to consider the original option of deploying both English/Spanish  and
English/Creole booths in certain precincts.  Under this apalysis, this may also
require a new certification, albeit for a bidlingual text-based ballol in
English/Creole.

b Yhe OIG does nol know whoether or not an Enghish/Creole ted file ballot requires independent
certification bayond the bi-lingual English/Spanish text-hased ballot.

“Any change 1o any component of o the configuration of the cormponents creates o
rovised of new system, which must be again cetified or provisionally cetlified befere it can he
used in any election.” FVSS, Form DS-DE-101, eff. 4/02, p. 6. Whether or nol Frglish/Creole
would roequire cetification, even though an English/Spanish text-based ballot has acyuired
cenification, is o question 1o be answered by the Bureau of Voting System Certification. It would
likely depend on the file codes used to areate the lnngquage set and other software configurations.
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B. THE PERFORMANCE BOND AND WARRANTIES

Two main contractual points took center stage during the negoliation
process, the parformance bond and warranties. Theso two matters are no loss
contentious now, almost five months after Miami-Dade County’s November
gencral election.  There has been much attention drawn 1o the issue of ES&S’
parformance hond and the step-down reduction structure of the bond, Further,
the other issue being widely discussed among County staff is whether a claim for
breach of warranty against ES&S can be sustained. These wo devices, the
performance bond and contraclual warranties, are somewhat  intorrelated
concepts but will be addressed separately in the following discussion. The OIG
must stross that the our examination of only these lwo issues is not intended to
dismiss the validity of any other legal theories or remedies that might be
applicable.

The Performance Bond

A perforrmance bond is a bond given to protect the recipient against loss in
case the terms of a contract are not fulfiled; a surety company assumes liabihty
for nonperh‘_)rmance.’ In other words, it is a bond issued by an insurance
company to guarantee salisfactory completion of a project by a contractor.”

Performance Bond Terms and Reduction Schedules

The County's Request for Proposal (RFP) required that the successful
company deliver a performance bond in the amount of 100% of the value of the
contract. The terms and structure of the performance bond requirement were
plainly laid out in Addendum No. 2 to the RFP, issued on September 19, 2001.

“Q2. What is the term of the Performance Bond?

A2.  The Perfarmance Bond shall be applicable through the first
major  Counlywide qgeperal  clection  with  declining  Bond
requirements (balances) dictated by the attainment of milestones

" Source: WorldNet ® 1.6, 1997 Princeton University.

Y oource wwawnvestonwords com,
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leading up to the first major Countywide general election. The
Performance Bond will be releasced as follows:

S 50% upon delivery and acceptance of all equipment; including
testing, installation, integration and training

< 25% upon certification of the First Primary Election to be held on
September 10, 2001 [sic 2002}

o 25% upon cerification of the General Election to be held on
November 5, 2001 [sic 2002] and resolution of any litigation
related to the performance of the voting systems.” (Emphasis
added).

Having submitted its pricing proposal separately, ES&S in its written
proposal took exception with the County’s performance bond structure. The
ralovant portion of ES&S" exception stated:

"ESRS 15 willing and able 10 Iimisn @ perormance oond o e -
County is [in] an amount equal to 100% of the value of the contract.
It s usual-and customany. to provide. 2 hond_eaual ta the value of
the contract and for a length of one year. ES&S has also furnished
other customers with annually renewable honds wherr - imati-year —
contract is involved.”

The negotiated performance bond provisions, pursuant to the final
conlract, generally followed the terrms laid forth in RFP Addendum 2, which tied it
1o (e delivery and systeny acceptance of thecquipinent and cedification ofthe
primary and general election results by the State® However, the final contract
article contained two significant changes. First, instead of the less 50%, less
25%, less 25% reduction schedule outlined above, the final contract’s reduction
schedule was changed to a 25% reduction, 50% reduction, and a final 25%
reduction 1o zero. Furthermore, the qualifying phrase from the last step down - _
“and resolution of any litigation related to the performance of the voting systems”
wn;\af'fj"mitted, '

" As part of he RFP, the County included its boilerplate of proposed contract torms. Thae
parfonmance bond is expressed in Adicle 15 of both the County's proposad contract and Article
15 of the negotiated contract. Tha County’s proposed Articke 15 did not contain the spacific terms
of the bond or Whe step dawn schedule. Apparenity, this whole scction was added as a result of
the negobiations.
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The iace amount of the bond was $23 314,258, which represents the
Total MNot Sale, less $1.1/6,089 for the “Three (3) Year Post-Warranty
Maintenance and Support [Program” and less $50.000 itemized charge for the
‘Performance Bond Charge.”

According to NPM staff, the performance hond itself, obtained through

Zurich American nsurance Company, cost $349,714. The County aclually paid

$50.000 (itemized gxpense) and according to DPM, ES&S paid the difference of

Egg0 7147 T PM siall also stated that the ocorformance hond’s actual cgst is

customarily horne entirely by the County and that this arrangement came abotit

as a result of negotiations. In a separate savings document, County
management altributed a savings of $365,000 in performance bond costs. "

The bond’s intended purpose was to pledge security for the receipt and
proper working conditions of the 7.200 iVotronics at various delivery intervals and
protect the County’s $23 mition dollar investment. The first 256% step down of
the performance bond’s value (reduction to 75% - $17,485,694) occurred after
delivery of some equipment and successful testing under acceptance testing
criteria.  According 1o the Elections Department, the first step down occurred on
April 3, 2002 After ther primiary -erecltions ware.-cortiind _the performance bond
was further reduced by 50% to the 25% remaining.  When the Novermnber 5"
general election was corified, the performance bond was finally reduced by 25%
1o zero and was extinguished.

The obvious defect in the three performance bond reductions, structured
by the County, was that each was contingent on an absolute milestone. The first
milestone was hased on the delivery and acceptance of the equipment. The
socond and third milestones were the Stale’s certification of the election results,
reqardiess of any operational_prohlems_experienced by the County. Why the

W when asked how the $365,000 savings figuic was derived, it was cxplained to tha 0I1G hat ol
the time they were drafting the agendi iterm, the price of the bond was much higher. Al the time
the actual bond was secured, the costs had dacreased due to morket conditions. [he OIG
requested copios of worksheols or other documentation that shows the actual ¢ost of the bond
and how the savings figure is derived.  No documentation has been produced, only he
eeplanalion recitid abavie,
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language reqarding Kigation relating to performance was omitted from the final
contract is unclear,'!

More importantly, the step down schedule was structured to be exhausted
only ten months after the bond was securad.  In explaining the rationale for
agrecing lo such a short bond retention period, DPM staff stated thal it is their
position that the function and usefulness of a performance bond is extinguished
upon the acceptance of contrac deliverables and with the knowtedge that the
product works.  According to County stalf, certification of election results by the
Florida Division of Elections demonstrates that the system works. According to
DPM staff, the performance bond really does not serve any usefulness after the
olection is cerified: it is superfluous. lronically, on the other hand, under the
performance bond structure advocated by ES&S in its exception fo the RFP, the
County would stil have the performance bond in place, albeit paying a higher
premium for the bond.  DPM staif emphasized that warranties are what the
County usually relies upon {0 protect itsell against deficiencies that arise out of
equipment that does not perform to the County's expectations.  They Turther
armphasized that rather than using the performance hond as an instrument to
resolve dispules, the County generally clecls to ulilize the litigation process.
DPM staff also cited other remedies, such as ollowing the company to cure the:
problem(s) or return the product to the vendor.

While warranties are a valued contractual protection, in many instances,
olher Florida counties, neverlhaless, negotiated more stringent protection for \,/
\heir investments in the iVotronics by way of performance bonds.  Among other
ESRS Florida clients, their perforrnance bond structure reflected what ES&S
initially offered.

For example, Pasco County negotiated a bond that was valued at 125% of
its contracl price, or $6,094,043. The cosl of the bond to Pasco, as a line ilem
expense,’? was $45,660 and remains effective until the warranty period ends,
which happens to be December 31, 2004. The bond is renewed annually and

Y The lapguage was not included in the County’s proposed contract bolliiplate, as none of the
performance bond terms woere included. A draft copy of the contracl, containing redlining and
other edits, also did nol include the fanguadn,

¥ Gue Exhibit G, While the porformance bond cost o each county was listed i the pricing
schedula as a line item charge, the O1G doas not have the cost data for the actusl performance
hond coslt,
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may be reduced if Pasco and ES&S mutually agree to an amount that reflects the
vitlue of the goods and services 1o be provided or being provided by ES&G.

Lee County has a similar agreemaent, s performance bond is valued at
100% of the total not sale or $5,779,258. The bond’s cost to Lee County, as an
ilemized expense, was $85,408. The bond remains effective until the warranty
pericd ends on December 31, 2004. Like Pasco, the bond is renewed annuatly
and may be reduced if Lee County and ES&S mutuaily agree to reduce it hased
on the value of remaining goods and services.

On the other hand, Broward County's performance bond was only
effective through final acceptance testing of the syslem. Immediately after the
performance bond expired, a maintenance bond valued at $375,000 became
effective through the warranty period, which ends January 1, 2004, The line item
cost to Broward County for thie hond was $10,680.... ...

In addition to Miami-Dade and Broward counties, there are 10 other .
Florida counties that have contracts with ES&S. The OIG contacted these
counlies, as part ol the ES&S Florida Users Group, and requested copies of their
contracts for comparative purposes, Of the counties that responded, many of
those having performance bonds have struclured their bonds to remain in effect
until the warranty period ends. A detailed comparison report is attached as
Exhibit C.

After carefully examining the County's parformance bond structure finally
negoliated with ES&S, and comparing that structure to those bonds negotiated
with ES&S by other Florida counties, it is the O1G’s conclusion that the County’'s
negoliated hond provisions were inadeguate and the result of a bad business”
degision. The inadequacy is impacted by the illusive first step down criteria of
"acceptance testing.” This is especially true in Miami-Dade’s situation because
the County's contract with ES&S was premised on a future deliverable — the
tri-lingual ballot.
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Performance Bond — Acceptance Testing

Another flaw of the County's performance bond structure is the first step
down, which is tied lo acceptance testing of the system.  The Miami-Dade
County Acceptance Criteria is contained in Appendix H of the contract.  Under
Soction 1, General, it states: "Acceptance testing shall verify the basic condition
and operability of the election system. Al acceptance testing shall be based on
the then-certified configurations of equipment, firmware and software.”

Everyone involved in the Miami-Dade conltract know that ES&S was still
working on getting its tri-lingual ballot certified.  ES&S, in its written proposal,
atated that this would be accomplished by May 2002. The contract’s liquidated
damages provision gives the date of May 17, 2002. However, despite this fact,
Ihe performance bond's first reduction occurred on April 3, 2002," over a month
belore the certification of the future promised deliverable.

In reality, there was never any acceptance testing done on the certitied
bitmap firmware. Had there been, the County would most likely have realized
that compact flash cards on all iVotronics were required. The bond may have
served to provide the County with some protection as to future performance of
{he machines,

The OIG recognizes that any lype of acceptance testing must be
performed utilizing only state certified configurations of equipment, firmware and
software. The OIG also recognizes that it is not reasonable to delay acceptance
testing of the equipment until the very last firmware version (which would be used
in the primary election, Release 4.2) was certiied and installed. The OIG
understands that at some point the County has to lest Ihe then-certified software,
firmware, and hardware configuration in order to determine if the vendor had
delivered the product. Recognizing this, the OIG is stil baffled as to why the first /
step down occurred in Aprit 2002, when surely all the equipment (iVotronics) had .
not yet been delivered and the tri-lingual bailot not yet certified.

W Geuree: Eleclions Departrnent,
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As explancd by DPM siaff, true petformance deficiencies are protected
against by way of contractual warrantios.  And, in the case at hand, where the
protections of a performance hond may have been exhausted, the only true
contractual remedies lay in the warranties. tpon review of the proposed contract
boilerplates from both parties, and from review of the negotiation audiotapes, the
OIG acknowledges that County staff fought hard to maintain that certain warranty
provisionsg were: contained in the final negotiated contract.

The contract itself cortains many types of warnrantios. With regard to the
cventual problems associated with pxcessive boot-up times and reasonable
axpectations of Miami-Dade County, the “Syslem(s) Warranties” provisions,
contained in Articte 27 of the Contract, appear to be the most relevant.

By way of the advertised RFP, the County included its proposed general
contract lerms, which included a warranty for “fitness for intended use.” By way
of noted exceplions to the RFP, ES&S included in its proposal an abjection to the
proposed Article 27, Systern(s) Warranlies, paragraphs (a) and (b). The
exception stated:

“ES&S does not provide warranties of fitness for a particular use,
as described in subsection (A).  ES&S is willing 1o provide the
System warranties described in the remainder of this Article 27 for
a two-year period; provided, however, that the remedies for breach
of warranty shall not be applicable if the warranties are breached
due to acts, erors, or omissions of the County, its agents or
cemployees or to events beyond ES&S reasonable control.”

Furthermore, ES&S provided a copy of a "Sample Agreement” (also
entited “Master Purchase Agreement — General Terms”) as parl of its RFP
submission.  Article 3.2 of the ES&S sample agreement lays out the warranty
structure preferred by the vendor. Arlicle 3.2(a) speils out the vendor's preferraed
equipment and software warranties, Article 3.2(b) is the system warranty, Article
3.2(c) is for services, and Article 3.2(d) is a bold faced, capitalized disclaimer
cntitted “Exctusive Remedies” which states, in full:
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"IN THE EVENT OF A BREACH OF SUBSECTIONS 3.2(a), 3.2(b)
OR 3.2(c), ES&S’ OBLIGATIONS, AS DESCRIBED IN SUCH
SUBSECTIONS, ARE CUSTOMER'S SOLE AND EXCLUSIVE
REMEDIES. ES&S EXPRESSLY DISCLAIMS ALL
WARRANTIES, WHETHER EXPRESSED OR IMPLIED, WHICH
ARE NOT SPECIFICALLY SET FORTH IN THIS AGREEMENT,
INCLUDING BUT NOT LIMITED TO, ANY IMPLIED
WARRANTIES OF MERGHANTABILITY OR FITNESS FOR A
PARTICULAR USE.”

As heard on the Negotiation Committec's audiotapes, the inclusion of
fitness warranly was a contentious 1ssue. Nevertholess, and to the credit of
DPM. the final negotiated contract provision, Article 27, paragraph (a), clearly
established a fitness warranty. ™ It holds;

“Contractor hereby represents and warrants to the County that
Contractor has reviewed and evaluated all information
furnished by the County and has made all inquires necessary
such that Contractor is fully aware of the County’s business .
requirements and intended uses of the System(s) as set forth (e
or referenced in this Agreement. Accordingly, the System(s)
shall satisfy-such requirements in-all material raespects and-will be

fit for intended uses. [[Such warranty shall expire at the end of

the Warranty Period.]] Based-en-Contractor's-analysis of-the
Contracl - Dosuments—the  Centractor— hereby-—represents— and
warrants to-the  County-that the—Syslem(s), as-described-in-the
Seope-of- Services-will meetthe Coupty's objectives-ac-set forth-n
the-Contract and-thatthe Contractor-ie-not -aware- of -any-material
diserepancies-among-Gounty's objeclives-as sat-forth in-the-bcope
of-Sepvices,”

M 1n comparison 1o other Florida counties’ contracts with ES&S that the OIG received, Miami-
Dade County’s contract is tha only contract that contains a warranty for fitness. See Exhibit C
praviously referenced for the comparative tabda. In fact, all the counties identified on that chart
use FS&S Master Purchase Agreement as a lemplate. Each of the contracts also conlain the
capitatized bold-faced exclusive remedies disclaimer cited above. The language is practically
identical except that those for the last phrase “or iiness for a particular use” is omitted.
Seemingly, that phrase was specially included in the proposed sample agreement that FS&5
pravided to the County.

15 : . _ -
The bold-faced type is laken from he pegotiated contract - Words in double brackets ([ ]] are
additions from the onginal county bailerplate, Strikethrough words were in lhe proposed contract
but are notin the: findl contract.
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The OIG hetieves that based on this hard-fought warranty provision, the
representations of the vendor, F5R5, hecome extramely relevant,  Throughout
its proposat, ES&S5 identifies closely with County staff, acknowledging that it, oo,
knows the operational reguiremants of the Elections Department in running a
successiul election.

iami-Dade County’'s Business Requirements — the iVotronics beiny
ﬁubr the intended uses.

ES&S oral presentation of its product o the Selection Commitlee s
indicative that the company was aware of the County's business requirernents.
EFS&S reassured committee members that it was fully aware of the needs of a
large county like Miami-Dade County. ES&S representatives  repeatedly
compared the iVotronic to the Volomatic (puncheard booth) system, in that the
booths would be delivered to the precincts as “dumheieoapingls” void of any pre-
programming of ballot information. ES&S stated that this is a “big deal” for
warehouse stalf because they would “not have to line up the machines and load
hallots onto thern.” ES&S reilerated the case for warehouse staff, as most large
counties, like Miami-Dade County, had delivery of the machines down to a
science and that the warehousing and El“_'!l“ier_Y mechanics of the Votronig werg
go_different than at was required of the original yotomatics. It was orally
illustrated that the Votronics units could be palletized and deliverad to the
precincts saven (7) Lo eight (8) days before the clection, where they would just sit
untii election morning until the pollworkers in the morming arrived to break the
cases open and stand up the boolhs. ESAS stated that they knew Miami-Dade
County delivered equipment upwards of five (5) days in advance.

ES&S also posed the scenario of what if three (3) days into the delivery
schedule changes needed to be made to the ballot. CSA&S reassured committee
members that only the PEBs had to be re-coded, and that no changes had to be
made lo the iVotronics.

During its presentation, ES&S also made: statements demonstrating that it
was aware that "hoot-up” time was a concern for election officials. In describing
its proprietary firmware, Mr. Sﬂt_g._ggﬂ@__cmon of ES&S is heard saying that they
wrole their own operating system which is a self-conlained module "that operates
the system and unlike an operating system which may have to stay on all day
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“long, you will notice that these terminals actually shut down completely, they are
not in sleep mode, they are off and they power up from a dead off state, and |
know most of you, uniike me [sic) like myself, power up your computer in he
morning and wait for five minutes for Bil Gates to get through his routine before |
can start to work and you cannot have that on an operating system ... [Inaudible}
s we chose 1o write our owrn ..."

Gelting the ES&S iVotronic voting system to work on election morning
necessitates assembling the iVotronic booths, daisy-chaining the power cords
together, and booting up the machines - loading the ballot information into eacl
iVotronic. Using the analogy from above, if Mr. Bolton cannot wait five (5
minutes for Mr. Gates to go through his routine, Miami-Dade County sured
cannot wait upwards of six (6) minutes (28 minutes for audio} for ES&S to go
through its routine. And that is for only one machine.,

Did ES&S know the business requircments of Miami-Dade County?
According to ils oral presentation, it did.  Additionally, ES&S has been dong
business with the County for many years.'® As an experienced company, ES&S
knows thal voting equipment is usually delivered to the precincts several days in
advance and it is not unlit 6:00 a.n. that moring, that poliworkers arrive and
voting equipment is set up and made operational for voting.

In short, Miami-Dade County eve :
¢ost? Was tri-ingual capability, albeit with_exgessive hontug UMes, fit for this '
particular use or fit for any reqular elections department? Does it fitwork with the
business requirements of Miami-Dadeé  Couniy?”  ~How Tnany - Eaections
departrents have to set up shop to activate the veoting booths the night belore
and have to post guards outside? To what extent did ES&S know or should have
know ' : 1€ _Counly would not co
the expectations that it marketed to the County? Based upon the
aforementioned analysis, it is clear the fitness warranty of the contract was\
breached by EB&S.

Lo

% EorS has had a contract with the County since 1994 for the Megafsofile Voter Registration
Software, and Annual Technical Support, ES&S and/or its predecessor company was also the
developers of the Votemiatic puncheard voting system previously used by the County.
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C. OQPENPOLLS PROCEDURE AK.A “BOQT-UP TIME”

in commenting on the problems that plagued the Miami-Dade County
2002 primary and, thus, were in need of overhaul for the general election, he
Center for Democracy, among other things, noted:

“Compared to the normal amount of lime most polling stations in
the United States lake to set up equipment and clocuments for
opening, the time needed to accomplish the advance preparation
was extremely high, Most of this was due 10 the fact that the ES&S
iVotronic devices each took 8 - 70 minutes to activate - and that
they had to be activated separately and sequentially. The county-
wide person-hours  required  for such  preparation  was
astronormical.”"’

This section of the repork will examine. the factors contributing {o—the

inordinate boot-up time for Miami-Dade County's iIVatronic devices. In a nutshell,
ihese factors are that a_tri-lingual ballol requites that the batlot he wrilten Wsing
bitmapped data, which thereforce requires the extra read-only meinory capacity
provided by the compact flash card. Did ES&S know of these requirements? »
Simply, yes -- they knew or should have known.

The requirements of bitmap and the external compact flash memory
card to run g tri-lipqual baliot

heroof, causg _‘,!g‘g‘j‘vtriputing to the exiensive ‘bootbup” times, experienced

in Miami-ITade County's primary and general elections of 2002 is the fact that the
Counly uses a bitmap designed ballot which requires the use of g axternal
gompact flash card (compact flash cargd). Unlike other Florida ES&S clientele
who utilize text-based ballots, only Miami-Dade County uses the compact fash 1
card in non-audio devices, These three items: tri-lingual ballot, bitmap files anj }
compact flash cards are all inextricably intertwined. The real question lies inkf § u/
ES&S knowledge of these requirements when it sold the Votronics to Miami-i‘(
Dade County.

17 Unified Monitoring Report to the Center for Defnocracy, International Foundation for Etlection
Systerns Team Members, Miarm-Oiade County, Florida, 4-6 Novermnber 2002, p. 3.
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As was stated under oath by ES&S representzelives on October 21, 2002,
to the BCG's Flections Task Force, the iVotronic text-asaed system is limited to
only one or two lnguages. The graphical-based (biimap) system must b used
to accommodate maore than two languages. This was also recently explained to

x—t\. o

Floridsa ES&5-chents at g-users-greup meebngn FL.Meyers.. Fiord, o MarcT
24, 2003, the ivotronic firmware's text file codes are ;s to_handle “text '“&
mom than two I'mguaqo&- In other words, (gl r:dnngl gupport three languages.
However these imitations. wera.nol stated . FC:RC; WI’IHF‘H _proposal to Mlaml—
Dade County_m The vendor only referred to s tri- Iingual dﬂvmopment as
Yeoftware modifications” (ES&S  written proposal at p. 33) and “software
upgrades”  (ES&S written proposal at p. 41 and 48). During the oral
presentation, ES&S explained that it was working on @ new firmware version to
handle multiple languages. ES&S referred to this project as creating templates in
a software program, whore the "templates lay out the ballot look and feel.” The
cormpany went on to explain that you could design the ballot the way you want il,
and that the system will use language sets, which can place the translation of
any language on top of the English. Therefore, it did not matter what language a
county required, so long as the company has- the lanauage sebfor the padicutar .
language.

-

What was not explained by ES&S and conveniently left oul'"\ifvas that *
Miami-Dade’s ti-lingual ballot would be designed using this new firmware and
that running a tri-lingual ballot requires the use of compact flash cards even in
non-audio devices. ES&S did not explain thal the addition of a third language
necessitaled that the file be written as bitrapped data. On the other hand,
ES&S wrilten proposal did speak of bitmaps, but only in reference to increased
font sizes and font versatility. ™

With regard to compact flash cards, the wrilten proposal references therm
to the memory capacity of storing votes in separate subsystems Y ae_of_the
compatt Nash cards as additioret baliot ard language: memany” capaaty fo

audio devices was non-existent in the proposal, Moreover 1
representatives affirmatively assured  Selection Committee members that lha

" orhe votronic ballol can currently be designed using B-14 point type, ES&S is currently
engaged in the developmernt of technology that will altow us to incorporate any sized font into the
design of a ballot through the use of bitmapped data.” ES&S wiitten proposat p. 39,

Each iVotronic voting terminal has three independent internal Flash EEPROM's and one
removable Compact Flash Gard.” (ES&S Wiitten fProposal at p. 0, wee also p. G2).
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extra_memory. provided by the rernovablo compact, flashes  would_not ez
necessary_for non-audin_devices. This discussion was directly related to the

discussion of multi-langunge capacily.

In its oral presentation, the vendor repaatedly louted the product as being
able to handle 16 languages. Then £54% hack-tracked by saying that the
software can handle only eight languages at a single tiime, Finally, in the same
strotch of the presentation, ES&S stated that realistically, a county would not
need to put more than two 1o three tanguages on the systern for an individual
precinct. Later in the presentation, ES&S re-stressed that the file structures can
accommodate up to 16 languages, but that one wauld not really put more than
one to two languages, English and Spanish, on a machine, it was acknowledged
that Miami-Dade was asking for three languages and ES&S re-assured
committee members that this was not considered to be a "big requirement in
terms of resources” for the iVolronic. Then a statement is heard by ES&S that
when one gets up to 9, 10, 12 to 16 languages, then it is lots of data. ES&S then
referred to the external compact flash slot and called it a “life saver.”

For the presentation, ES&S stated thal the iVotronic was currently using a
16 meqabyte compact flash card, and that they were not even using that much
memory on that card, which was mainly for the audio file and some of the excoss
languages. FS&S stated that when you 4o past a certain number of languages,
then you need to use the compact flash because there is no more memory on the
hoard. ES&S explained the use of the compact flash card in positive tenns
stating one would not have to pay for alt the memory on the motherboard, but
could expand and buy more flash memory onty when needed. In its oral
presentation, ES&S stated that with this four to five page ballot [referring to the
demonstration], without the compact flash, the iVolronic can have four (4)
languages on the system and that the extra languages were being stored on
compact flash.

According to an ES&S represumalivazu, the iVotronic model used for
demonstration during the oral presentation was a graphic-based system, which
was not state certified. The ES&S reprosentative also stated that the ballol
design used during the demonstration was the ballot design that was eventually
cerlified by the State. First, the OlG is troubled that ES&S would demonstrale a

" These stalemncnts wore mada under path to the BOG Clections Task Force on Oclobar 21,
2002
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system o the Selection Commitlee without affirmatively disclosing that what v
commitice members were viewing was not a state-certified system. Second,
during the oral pm&;&mtmi(’)n&F:;S&S never explained to commitice members thal
they were viewing a “araphics-hased” system, as opposed o a text-system,
Sraphics/bitmap was explained to the Solection Comimiltee as something that

the company was developing to create "a new ook and feel to the baltot” -- not a
version that they were currently viewing.

On the one hand, the system that ES&S demonstrated ("showed for sale”)
in the oral presentation was not State certified.  On the other hand, when
questioned by the BCC Task Force about the lack of Counly staff input into the
tri-lingual ballot design {e.g., two column vs. single column template), the ES&S
represcentative stated that “"actually, the State’s certification office does not
endorse the roview of versions that aren't certified within the Siate, with clients,
and they actually request that we not make pro-certified versions available to
clients in advance,™’

Having just heard the presentalion regarding the compact flash, Selection
Commiltee members are heard asking about the required lead times to burn the
compact flashcards. ES&S explained thal the actual “burning” or copying of
memory is very fast and that the County would only have to burn approximately
700 flash cards. While no actual number of days or hours were ciled by the
company as adequate lead-time, it was positively staled that the only _,terrn,in_e.';_lg'(/‘
that need fiagh cards are the audio iVotronics.  This statement was made aven
though a graphics/bitmap ballot was demonstrated to the Seloction Commiltee
and the demonstration modei required the use of a compact flash card.

= ]

Finally, incorporated in the negotiated contract are the tiquidated damages
provisions which discuss the tri-lingual ballot. in fact, Article 51 Liguidated
Damages, paragraph (a) Active Candidate Touch Area, is the only place in the
contract where the ti-lingual ballot is discussed. The relevant portion states:

() Active Candidate Touch Area. Contractor represents and
warrants that the Syster is currently fully certified by the Division of
Elections for use in the state of Florida using firmware that includes
full bar touch-screen functionality for a 15 inch screen unit (the
“Existing Firmygare”) but that does not inctude  all the “Active

M syatement made under oith 10 the GCC's Flections Task Force on October 21, 2002, in
response o questions asked by Camnmizsioner Dennis Moss,
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systerm 1o the Sclection Committee without affirmalively disclosing that what W
committee: members were viewing was not a state-certified systern.  Second,
during the oral plL"-PrlldtI(’)rl ES&S naver axplained to commitlee maembers that
they were viewing A qmphlc -haaad” system, as opposad to a text-syslern.

S R N - i ] \ i
Graphics/bitmap was explained to the Selection Committee as something that

the company was doveloping lo create "a new look and feel to the: ballot” -- not a
version [hat they were currently viewing.

On the one hand, the systen that ES&S demonstrated ("showed for sale”)
in the oral presentation was not State certified.  On the other hand, when
questioned by the BCC Task Force about the lack of County stafl input into the
tri-linguat hallot design (e.q., two column vs. single column template), the ES&S
representative  stated that "actually, the State's certification office doas not
ondorse the review of versions that aren't certified within the State, with clients,
and thay actually request that we not make pre-cerlified versions avatlable to
clients in advance,™"

Having just heard the presentation regarding the compact flash, Selection
Committee members are haeard asking about the required lead times to burn the
compact flashcards. ES&S explained that the actual "burmning” or copying of
memory is very fast and that_the County would only have to burn approximately
700 flash cards. While no actual number of days or hours were cited by the
company as adequate lead-lime, it was positively stated that the only lerminals
that need flash cards are_the audio iVotronics.  This statement was made even
though a graphics/bitmap baliot was demonstrated o the Selection Committee
and the demonstration model required the use of a compact flash card.

""-\

Finally, incorporated in the negotiated contract are the liquidated damages
provisions which discuss the tri-lingual ballot.  In fact, Article 51 LaqLudated

Fmd A birem P m e b Trea b
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Damagas, paragrs :
contract where the tri-lingual ballol is discussed. The relevant porlion states:

(a) Active Candidate Touch Area. Contraclor represents and
warrants that the Syster is currently fully cedified by the Division of
Elections for use in the state of Florida using firmware that includes
full bar touch-screen functionality for a 15 inch screen unit (the
"Existing Firmware”) but that does not include all the “Aclive

Statemaent rrm(io under oath 1o the BCO's Elections Task Force on Qctober 27, 2002, i
response o questions asked by Gomrmissioner Donnis Moss.
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Candidate Touch Area” features. For purposes of this Agreement,
the “Active Candidate Touch Area” means a configuration of
coftware functionality which includes the following fentures: a 10-
inch scrcen and software/finmware that provides a full color, bit map
full bar touch-screen functionality (backlighting and a large red X
indicating 1o the voter which selection was made; approximately %
inch high bold print; choice indicated by touching anywhere within
the box surrounding the candidate name or question posed), will
function in English, Spanish and Creole languages at the
voters’ choice and able to function In as many as ten
languages (which _may require _adding data capacity at
(7 \gountv’s expense if_ more than English, Spanish_and Creole ( -~k

. \laigiiagqes are required by County). Contractor agrees 1o
proceead diligentty to obtain certification of the version of the
Firmware containing the Active Candidale Touch Area features (the
"Enhanced Firmware™) by no later than May 17, 2002. (Emphasis
added).

As clearty gathered from the written proposal, oral presentation and even
the contract itself, ES&S marketed its product to the County from the standpoint
that compact flash cards were not needed, even in light of the County’s
requested  tri-lingual ballot. After extensive review of this issue, thg
congludeg lhé}lﬂ&S knew that a tri-lingainl hallal would have to be created
through the use of bitmapped data and, thus, would have to be supported by
_—e_mploying additional memory capacity _through the addition of the external
compagl flash cards despite the faciibal ESA&S represented 10 ihe County that
{Jash cards would not be necessary. O\

The vendor knew or should have known that three languages
required bitmap.

Toxt files are wiilten based on font sets (character setg),  Bitmap 1s
defined as: "A representation, consisting of rows and columns of dots, of a
graphics image in compuler memory. The value of each dot (whether itis filled in
or not) is stored in one or more bits of data. For sirnple monochrome images,
one bit of data is sufficient to represent pach dot, but for colors and shades of
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gray, each dol requires more than one bit of data. The more bits used (o
ropresent a dot, the more colors and shades of gray that can be rr-zprexaentod.”?"’
For example, the word “WORD™ is nol wiilten as a series of lotters but
instead is coded as a series of dots, densely packed together to form a picture
that resembles:  WORD . “Optical scanneys and fax machines work by
transforming text or picture: on paper into bit maps." B

By way of the first iVotronic receiving state certification, ES&S submitted
oxtensive materials to the Bureau of Voting Systern Certification in Apnl 2001.
One  particular  sechion of the submittal package is  entitled “Functional
Description:  ES&S  iVotronic 2000 Precinct Counter, Version 2.8, dated
04/26/01.7

This section represents a high level overview of the iVotronic system and
covers  such  lopics  as  iVolronic  hardware configuration  and  Bitmap
Representation.  In (his document, it states that: IVoltronic can display a ballot
face in either one or two ways: "As a text (in legacy mode) or as a Bitmap.
Graphics mode is invoked via 4 command in the ballot-definition text file,
provided compact flash is present and detected by the iVotronic console.”™ In
various sections of this document, it explains that while the: first two languages,
Fnglish and Spanish, may be croated in text format, any third language, or
subsequent tanguage, must be written in bit;neap.25

Apparently, ballots can be defined as either a text based ballot or graphics
based ballot. When using the texi-based ballot, the first two languages, assumed
toy be English and Spanish, are coded as text. Any language beyond the first two

" apurce; www.pewebopadia.com.

“ Functions Description: ES&S iVotronic 2000 Precinc Counter, Version 2.8, dated 04/26/01, p.
28

% Gap . 28, wherein it states: "Bitmapped ballot faces are those which we defined ns languages
7_ 145 Ballol fanguages 1 and 2 are rescived for legacy, text based ballots.” VY. Volronic
Application: Graphical Display of Bitmap Ballots, subsection B, Control Parameters. Soee also p.
a0, which notes, “*Remember: Lanquage One and | anquage Twao are text-based. Language
Three is the first bitmap-represented language.”
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are "assumed to reduire bitman rnpre:rsc;rmation."“ Using the second type, a
graphically represented hallot, all languages require bitrmnap  representation.
Thus, languages one and wo wilk be represented through bitmap as well as
language three and beyond.”’

I short, the third language under either version must be wrtten in bitmap.
As earlier mentioned, ES&S told its Florida clients in a recent users group
meeting that the file structure of the 1ex ballot does not support more than two
languages.  However, this document, submitted to the state as part of its
application seeking certification, demonslrates that ES&S knew of these
limitations at the time it scbmitted its wiitten proposal, rmade its oral presentation
and negotiated a contract with Miami-Dade County. By knowing this timitation,
chould ES&S have known thal bitmap created ballots required the memory
support of a compact flash card? We believe the answer is clearly yos.

There is not enough flash memory for _bitmap_in the absence of a
compact flash card.

The amount of flash memory (EEPROM .. electronically erasable
programmable read-only memory, a.k.a. flash memory) storage on the iVotronic
is relatively small.”®  Additionaily, the PEB itself only holds 2 megabytes of flash

“# The passage, which precedes o coding example, in full states:  This section [VIL Ballot
Definition: Text File Represenation of a Ballot Face, Subsection B; BDF Definition Introduchion,
Textually Reprosented Ballot (v1.5x) /f Language] defines multiple  bitmapped-displayed
languages as well as 1ext-hased languages. As many as 15 different languages can be defined
in totol, The first language is assomed to bein English, the second language is Spanish, These
wo kanguages are assumed as supported as Text-based. Al lanquages beyond the fiest lwo are
assumed to require bitmap representation. Hence, the display name will be substiluted by &
hitmap file: reference name. This will accommodate bitmap-representation for symbolic-character
tanguages and ADA karge lelter display fonts "

7 Functional Dascription: ES&S Votronic 2000 Precingt Counter, Version 2.8, dated 04/26/01,
.40

3 The iVotronic is equipped with Tour internal EEPROMs, which are either 2 or 4 megabytes of
memory enach.  As per the proposal, ES&S sinted that the iVolronics contained 2-megabyte
LEPROMSs.  According 1o other documentation, ESRS states that the EFFPROMs can be
upgraded to 4-megabyte modules, for o maximum of 16-megabyte flash memory cappcity. Two
EEPROM: are socket mounted (may be removed). The olber two EEPROMs are fixed 1o the
motherboard.  Ono socketid EEPROM serves as holding the "system BIOS, boot-loader, and
rnain appheation programming.” (Functional Description. ES&5 Votionic 2000 Precinct Counter,
Version 2.8, dated 04/26/01, p.6) The other thiee EEPROMs holds afl the election data, e the
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rernory,  And according 1o the ES&S Funclional Description Docurment: "All
non-textual ballot information are: to he stored in compact flash in raw ‘bmp’
fonmat. Al graphics are o be stored ns varable dimension, 8-bit (256 color)
depth. Only one exception exists: 70 x 76 pixel party representations are o be

stored upon the PEB.Y While it wes explained hat the coimipact fosh-medue
was intended 1o be usoed to store voice (ADA) files, image data (bitMmapped) files
were also intended lo be stored on the compact flash.™ In other words, knowing
that any third 1anquage had to be written in bitrmap, and knowing_that bitmap files
had_to reside on_the compact flash card, F34&S knew that the County had to

utjlize compact flash cards, even in non-audio machines. This is contrary 1o what

ESA&S stated in its oial presentation.

ES&S alfirmatively reassured Selection Commillee members that only the
audio iVotronics required compact flash cards. even with a tri-lingual ballot. As
written in the contracl, previously referenced, only going beyond the three
languages of English, Spanish and Crecle would require adding extra data
capacity.

For the Miami-Dade County's November 5, 2002 General Election each
hon audio compact flashcard consured approximately 36.5 megabytes of llash

memory.®" The difference in_the amount of memory used by text versus araphic
files cannot be underscored. For example, this document [Draft Report April 22,
2003, which is a Microsoft Word docurmient of 39 pages,conswnies-138- kilobyles
(KB) of memory. The small graphic (attached as Exhibit D), takes up 322 KB of

memory space. The difference between text_and graphic ballots is_cnofmous.

venes/ballot images.  These thhee flashes are referrcd 10 a5 the three memory chips in ES&S
proposal,  The claim that the iVoltionic can be expanded 10 16-megabytes is illusive, hecause
thres of the EEPROMS serve the same purpose and function to back up each other.

M Eynctional Pescription: £8&S iVotronic 2000 Precingl Counter, Version 2.8, dated 04/26/01,
Pt

M Eunctional Description: ES&S iVotronic 2000 Precinct Counter, Version 2.8, dated 04/26/01,
p.7.

M This i bazed on a gupticate compact fashoued provided o the OIG entitled Nov. 5, 2002
General Election, Precinct 1. Al thiec languagies residing on the compact flashcard are all
represented as graphics. Fhis was for the graghic Datior only and did not contain sound fles.
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Wwithout bitmap, an entire hi-lingual text-based ballot can reside on the PEB.Y
Without the nend for a compact fiash card the opening polls process, a.ka.
"hoot-up time,” 15 dramatically reduced.

RBoot-up time: Why does it take 0 long?

The time associated with booting-up of the rachines is not necessarity
dictated by the sizeflength of the hallot. 1t depends on how much data there is to
check. tn booting-up, the iVotronic is in acluality conducting a self-diagnostic to
make sure all the necessary files are present on the compact flash.> It is not
merely a case of downloading or copying files; itis more of a verification process.
The more bits of data used to design the baillot, the longer it takes ta check alt the
files. Obviously, ong language uses less bitmap than three languages. And the
more words on a baliot, the more dots it will take to represent those words as
graphic images. Furthermore, the fact that the firmware resides on the compact
flash and not on the intermnal flash memory of the devices also contributes to the
length of boot-up time. For axarnple, the time it takes to open a docurment saved
on one's personal computer hard drive is much shorter when compared to
opening a docurnent from a floppy disk inserted into the A drive of the computer.
All of these factors, in conjunction with the 386 processor and limited working
curface of one (1) megabyte of SRAM (see below), conlribute to the
unaccep! hool-up time it takes to open polls in Miami-Dade County.

# Fop example, Broward County's November 5™ General Election baliol was quite engthy,
containing both Florida Constitutional Amendments and Broward County Charter Amendments.
Broward used a bi-lingual text-hased ballol and did not need to use compact flash cards.

44 has been explained by County staff (as presumably pxplained to hem by [S&S) that the new
firmware version 7.5 eliminates much of the solf-diagnostic checks duding the opening polls
procedure. This wis explained o reduce the boot-up timno requiring the presenco of the Master
FEB in each iVotronic termina,
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iVotronic Hardware Syster: Comporents — the Siqnificance of the
Processor and SRAM

Ihe ivotronic certificd by the State of Florida 15 cquipped with an Intet 386
EX 25 MHZ (megahertz) processor. The iVotronic is also powered by one (1)
Megabyle of SRAM (Static Random Access Memaory), which is used for general-
purpose data speam:e:'.34

ihe speed of the processor affects the quickness of the machine to make
decisions. During the opening polls process, ak.a. hooting-up the machines, the
system runs a series of internal checks to make sure all the necessary files are
present and not damaged. The more powerful the processor, the "smarter” the
machine is and the machine’s decision-making capahiliies are enhanced. The
more files that the machine has lo check during this routine, the tonger il takes.
A more powes ful processor still has to check the same number of files but can do
it quicker.

The amount of SRAM™ is analogous to the working surface of data space
in the machine. I the space is small, only a small amount of data can (it on the
working surface al a time, As it relates to the opening polls process, while the
system is “booting-up” and going through the routine of checking all of its files,
only what can fit on the "working surface” can bo checked by the processor.

To illustrate with an analogy, if you are cooking in the kitchen and
prepping vegetables, etc. and your kitchen counter space is very small, you find
that you can only take a few items out of the refrigerator at one time. You prep
those itermns, and go back to the refrigerator for more. It winds up taking many
trips back and forth from the refrigerator to complete prepping the meal. With a
larger surface area, you can place more iterns on the working surface, thereby
minimizing the number of trips to get more "files.”

It is common for owners of home compulers to increase the amount of
RAM in their units. This is especially apparent as internet connections bacome
faster using broadband, cable and DSL access. One can downtoad files faster,

M Eunclional Description: LE&S iVotronic 2000 Precinet Coonter, Version 2.8, dated 04/26/01,
p.6.
e OIG acknowledges the difforence between RAM and SRAM. . SRAM does not affect tho

size of the working space:, but it assists in making it more: erfficient.
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however, the real speed in which one operates is still dependant on the size of
the working surface, in other words, the amount of KAM.

Both the processor speed and SRAM capacity of the iVotronic was neither
disclosed in ES&S writlen proposal in response o the RI'P nor was it disclosed
during the aral presentation before the Selection Committee.  As heard from the
audiotapes of the presentation, no one asked these questions during either the
seloction or negotiation sessions.

Two scparale reports have addrnssed the issue of processor speed.  The
Center for Dernocracy Report and Miami-Dade Police Department's After Actio
Report both allude that the current processor is 100 Slow and i
upgradi 1achl 3 ihe ‘

e. Unfortunately, and perhiaps unknown to those makin
this recomimendation, the 386 processors cannot be upgraded without replacing -~

ihe whole motherboard. First, the intel 386EX 25MHZ processor is not pin- ~ ”
Gompatible with any faster processor, i 0. @ 486 or Pentium 1 through 4 Series.
The number and configuration of pins surroundi’r‘}g”u‘u?e 386 processor is unigue o
itzelf. thereby precluding the upgrade-ability of the machine. Sacond, the Tntel
<8EEX 25 MHZ processor is soldered onto the motherboard, making it virtuaily
impossible to replace. o T e

o

As for the very small amount of SRAM, it too is direclly attached o the
motherboard.  Unlike home computers, wheré one can install more RAM by
slipping it into a slot, there are no zlots on the motherboard 1o add more SRAM or
RAM. including the timited fash mamaory (EEPROMSs) internal o the iVotronic,

the machines the Counly purchased are hardly state»of—the~art—technologyu.h——‘ \

Compact Flash Cards

According to DPM and Elections staff, the Coygty was caught gomuplgtaly
off auard when it came 1o the compact fle ards. Elections Department staff
reralied that at some point ES&S project management team members told staff

that they should be expecling rmore compact flashcards to be dehvercd. ~
Elections Department warchousing atalf recalled receiving shipments of extra
compact fiashcards, but did not know really know what the extra flashcards were
for. The compact 1ash G el s up. As explained to the OIG, Elections
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stalf krow that the audio iVolronics required cormpact flash cards but with respect
to the extra shipments of cards, they waited for EG&S' instruction on what they
waere for and what they should do with them. when asked by the OIG of the
approximate dates of shipments received [for the extra flashcards), Elections
staff was unable to pinpoint dates but stated that it was a few / a couple of
months prior to the primary clection. 1

When asked about the process of “burning” or copying information onto
the compact flash cards, Elections staffl explained that for non-audio devices, one
master compact flash card was made. From that master, a set of extra masters
were made. Those masters, in turn, were used to burn all (several thousand) of
the flash cards for all the regular iVotronic machines. Fach flashcard is the
same, not precinct specific, containing the complete system ballot and the
language sets. The PEB, on the other hand, holds the individual ballot(s) for a ™
particutar precincl.

Wilh the inclusion of the compact flash cards, the iVotromics are really not ¥
“dumb terminals” anymaore, While the compact fiash card for regular iVolronics is
the same countywide for o given election, what was marketed to the County was
the ease for warehouse staff - that they did not have to line up all the machines

At present, Elections staff now has to go through a twelve (12)-siop
process™ tg_laad a compact fash.card into.cackeachine. These steps are
detailed in a directions sheet prepared by ES&S for the County's Election staff
(Exhibit £). These steps include inserting the compact flash card in properly,
inserting a test precinct PEB, qoing through a series of checks and verificalions,
and sealing the compact flash card slot. The direclions require that the PEB be
inserted, remaved, and re-inserled at a particutar point, and removed again (but
this last step is unexplained in the directions). ES&S written instructions include

3 The OIG requested copies of any shipping receipls, which would assist in pinpointing he
date(s) when the flashcard requirerent became known. Elections staff could not recall when
they were advised of the flashcard requircment and also advised that they likely would not he
able to produce any receiving or inventory docurmentation regarding the flashcards, The OIG s
troubled by this lack of documentation.

M These twolva sleps do not include the tima itakes to purnicopy the Tashcards themselves.
And alt of this is in addition to the compact lashcards utilized in the ADA doevices, which require
the actual audio recording of the ballot in all three languages. While tha ADA procedures wera
known to staft, the additional workioad created by deploying tri-lingual bitmeap ballots was lestally
undisclosed to the County.
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he statement:  “The above information is specific and 1o the point.  You must
have this [instructions{ at your workstation for quidance.  This will help efficiency
and focus.” The previous representations thal the design of this systern makes it
easy for warchouse staff has notheen ther warehouse staff's experience.

As previously marketed by ES&S. he iVolronic was designed as an
eloctronic version of the Votomatic, a "dumb terminal,” where last minute ballot
changes only require correcting through the re-programming of the PER. The
infamous missing words of “Not Yet Designated,” referring to the gubernatorial
candidate’s choice of running  mate  for Lieutenant Governor, clearly L
demanstrated that the_process of editing last_minute changgs is_much more '
complex than originally mpﬁﬁgnted. As widely reported, all the compact flash
“wards had to be removed from the machines, re-burned and re-inserted into the
machines. Installing flashcards in every machine, especially for a county that
has over 7000 machines, is not a light requirement.

Continuing_and_immediate future costs associated with compact
flashcards,

Apparently, ES&S did not charge the County for the exlra compact
flashcards that arrived months before the primary election. After all, ES&S
oxplained to the County that compact flash cards were not required for any of tho
reqular iVotronics, even assuming three languages, and that only the audio
machines required them.  But, in the aftermath of the primary election, when it
was not clear whether there would be legal challenges 10 the election results, the
County was forced to purchase 3,600 rmorc flashcards. Under the circumstances -
at the time, the County purchased them from ES&S. According to the negotiated

invoice, the County purchased 2,950 64MB and £50 128MB cards, at the prices )
of $31.00 and $60.00, respectively.”®  The County also paid for associated
shipping costs. Lo

B pMarkel research was conducted by DPM. Prices for the SanDisk 128 MB flash card ranged
from $42 - $65 in quotes obtained within a few days of January 24, 2003, Additional research
was conducted by the OQIG, as late as Aprit 21, 2003, where an internet search N
www, pricetool com found the SanDisk 128 MB compact flash card as low ds @29) {Exhibit F
corposite). M
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The compact flash card utilized by ES&S is made by SanDisk. Thera s
no difference between ES&ST 128 MB Sapbisk versus a 128 MB SanDisk
compact flash purchased al COSTCO wholesalers.™  Having acknowledgaed thal
the County will still require a considerable number of compact flash cards (o
future clections, DPM shold seck 10 procure compact flash cards through a
competitive process 0 enable purchase at the lowest prices. |t has been relayed
i the OIG that companies such as SanDisk are willing to sell its product in large
quantity orders al discount prices.  DPM should also research whether other
government contracts for the purchase of compact il:ash cards exist, and whether
the County would be able to utilize those existing contracts.

iy Taddition o the  compact fias Carde—themsetves—fHashcard bupees
eeeiiee o {eouinmaent nsed for duplicating compact flashcards) are needed by the Elections
Department. For the most part, the Elections Department used ES&S copying
equipment to bum the flashcards for the primary and general glections. Elections
Department staff told the OIG that, at prosent, they have purchased one 8-card
burnar, and hope o acquire more equipment. Flections staff explained thatin a
large countywide election, they can anticipate a couple of days, at maost, as the
timeframe that they have to work with wherein all the compact flash cards must
he burmned. The flashcards can only be burned after the complete bailot (all haliot
styles and all baliot languages) is ready and the duplication process must be
completed with enough time to allow the cards 1o be praperly inserted into each
Votronic device. (See Exhibit E, previously referenced for 12-step insertion of
compact flash card procedures), The department will have to acquire additional
large capacity burning equipment. It was estimated that a 16-card copier could
cost around $25,000. These costs were unknown and undisclosed to County
slaff at the time of initial procurement, even when ES&S knew or should have ,/
known that running any type of bitmap ballot would require the use of compact
flashcards.

H

W According to DPM, ES&S provides a form of warranty of uirantee with its compact flasheards,
but so does Sanbisk. The OIG is unsure whelher ES&S warranty goes beyond \he warranty
given by the manufacturer.

OV DRAFT REPORT

Voting Systems Contract RFP 326
Procurement and Performance
April 23, 2003 Page 34 of 41



FROM : FAR< WO, @ 3B537e5287 May. B7 20683 Bs:E2PM P37

D. COQUNTY _STAFF__ MUST HAVE INDEPENDENT
KNOWLEDGE OF THE SYSTEM — CUTTING OFF THE
UMBILICAL CORD

ITA Tost Reports.and Technical Data Packaons

Throughout its 1eview process, the OIG detected an underlying altitude
among County staff which demonstrated stal‘f’sW on the vendor A
and the Slale Certification Bureau when it came 16 technical TRATETS involving the
voling system. For example, as part of ils written proposal in response to the
RFP, ES&S submitted the Independent Testing Authority (ITA) Report completed
by Wyle Laboratories wilth respect lo lhe Model 150/550 optical scanners,
Regarding the DRE touch-screen devices, ES&S furnished the foliowing
statement:  “Testing Documentation in the form of Wyle Laboratories Test
Reports are being finalized for the iVotronie DRE system. These reports will be
made available to Miami-Dade County at the time that they are published.”
When asked it they received a copy of the DRE test report, staff's response was
simply: “Why would we want it? Thal gocs to the stale for certification purposes.”

As part of the certification procedure, vendors like ES&S must submit a
Technical Data Package (TDF) for each new cerlification (e.q., firmware
upgrade). The ITA test report is just one of many pieces of technical information
ihat must be supplied. When OIG repraesentatives asked whether these reports
had been provided or whether they had requested the additional technical
documentation from ES&S, County Elections staff maintained that there was
really no need for the Department to have this material. Their reasoning was that
the review of this “theoretical” information was the State’s responsibility. 1tis the
State’s job to see if it works, and if the State is "ok” with it, then we are "ok” with
it. While the TDP is substantively loaded with technical information, as it should
be, the QIG fails to see the reasons behind not wanting to view and evaluale it,
particularly now that we know that the State's certification is limited in scope.

Furthermore, as was explained by Mr. David Leahy, the County purchased
the iVotronic touch-screen machines, but the real driving force behind the systern
is the software. By contract with ES&S, the County is licensed to use the
software.  The Counly bas independent access o the software programs,
however, according to Mr. Leahy, we [the County] currently do not have the
independent knawledge of how to work the system.
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The systern that the County currently implements (ES&5 Relense 4.2) s
completely different, and, hence, more ditficull than onginally anticipated.  Faor
example, the coding of ballot files must now be done in bitmap, which is more
time consuming than coding text files. Additionally, with each softwarc/firmware
upgrade, County.staff will be required lo relearn the system. [his is especially )
frue (i)f(tﬁa‘wiﬂagical "8.0" \}}:rsion which is being talked about as capable of solving W
all of our problems. ™"

In any event, the County staff must direcl their efforts to gain the
independent knowledge of how to work the system, or as one Llections
Department official remarked, “cutting_the_yphilical cord.”  As a first step, he
0OIG recommends that the Department acquire technical data packages,
independent test reports, ete., that will assist them in verifying the marketing
representations made by the vendor. Regardless of the State’s responsibility in
cerifying the voting system, itis the County's responsibility (as the purchaser) to
understand how the product works and be assured that, in fact, the product does

The County’s Lack of a Maintenance Manual

During the course of this review, the OIG requested from the County’s
Elections Depariment copies of manuals received from the vendor. When asked
to clarify what manuals the OIG was seeking, the OIG re-phrased ils request for
what would typically be considered owner's manuals for the purchase of the
iVotronics equipment*®  The OIG received various versions of the iVotronic
Operalor's Manuals, with Vergion 7.4 being the most recent. it was explained
that this ES&S document served as the "Master Manual” from which the County
created individualized training manuals for the various types of poliworkers and
technicians. Upon review of the Operator’s Manual, the OIG gleaned that there
is a document called a "Maintenance Manual." The OIG then requested this
document from the Elections Departiment. The Elections Department told the
OIG that the Depariment did not have a copy of the Maintenance Manual. The
0IG then contacted the ES&S assigned Project Manager for Miami-Dade County

10 Ac the OIG's roview did not inchude such system components as the Data Election Manager,
Reporting Manager, and system server, ete. the request was more or less lmted to the iVotronic
itsoif,
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o eblain a copy of the manual, who then explaned that all OlG requests foor
material (even manuals) must be directad to the company's lobbyist.

The County's Elections Department did, therealter, request & copy of the
Maintenance Manual, only to be provided with a reply that states, in part:

“Ploase bo aware that our company has not provided Maintenance
Manuals to any Volronic or iVotronic customers in the past. For a
poriod of 30 months from the date of successful completion of
acceptance testing, ES&S will porform equipment repairs for all
Votronic machinery that Miami-Dade County purchased. It is our
recommendation that you negotiate a two to five year L/
Hardware Maintenance Agreement with ES&S prior to the
expiration of the warranty period.” (Emphasis in originat).

ES&S Memorandum in Response attached as Exhibit G.

Contrary to this statement, the Pasco County Supervisor of Elections df/
Office has received Maintepance Manuals i both hard copy and electronic
format. Moreover, Pasco County hos, in clectronic format, the latest version of
the Maintenance Manual, version 7.4, dated July 5, 2002, At the OIG™s
request,’ the Pasco Eleclions Office forwarded copies of the Mainlenance
Manuals.

Through just this one example, lke-refationship between ES&S and the
County can be summed up in one wdf&i: dependences. Unlike ES&S’ proprielary
software, where the County paid a softwaré 1E8hse to use it, the County actually
purchased and owns the touch-screen machines. And while we acknowledge
that, at present, the County is protected by warranties and maintenance
agreements, and that during the Maintenance Term no one other than ES&S or
ES&S approved technicians may maintain the equipment, would not the
Eleclions Department want to know what it takes lo maintain its machines? “ ;//
However, as interpreted from the reply, ES&S intention is to sell the County .
Wnded Hardware Maiptenance Agreements, and not to assist the County to
Jbecoms saltzsufficiont. o

M The OIG made its request once it discovered that Miami-Dade County was not in possession of
0 Maintenance Manual. At that time, the County had not received the reply from ES&S.
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Supplemental Agreements and Software Upgrades

The County's dependence of ES&S s likely increasod with the advent of
avery new software/firmware upgrade. At the time of this wriling, ES&S has
submilled to the State Bureau of Voling Systems Certification an apphcation for
firmware version 7.5, however, the real talk among ES&S chients is the upcoming
8.0 firmware release (also known as Unily 2.4 Update). While firmware version
7.5 will likety only affect Miami-Dade County because it is designed to quicken
the opening polls procedure, the 8.0/2.4 Update supposedly affects the system
from top to bottom. Nevertheless, hesides a printed “Power Point” siide
presentation of the update that was shown at the recent users group meeling,
there is no olther product literature regarding the upgrade. The 8.0/2.4 Upgrade
has not been submitted 1o the State for certification, yet Elections officials explain
that this product is targeled for use in the presidential preference primaries
(March 2004) and the general election of November 2004.

Additionally, the County's reliance on ES&S support is evidenced by a
proposed Supplemental Agreement 1o the contract between the County and
ES&S Y The proposed Supplement Agreement includes authorization for the
services of an ESAS Project Manager assigned specifically to Miami-Dade
County for a period of 210 business days, effeclive retroactively hack to January
16, 2003, ** at the flat rate of $700 per day (not 10 exceed $147,000). By our

¥ AL a Gounty stalf mecting of Apal 1, 2003, the OIG was provided with a rough working drafl
copy for a proposed resolution authorizing & Supplementsl Agreement 1o the contract with ES&S.
A rovised droft of the proposed rosolution was forwarded o the QIG from DPM on Aprit 17, 2003.
At the time of this draft report, the proposed resolution is still io dralt form and is incomplete,
However, by way of Gounty Manager Memoranduin to The: Hon. Commissioner Batty T,
Ferguson, Chair of the Elections Subcommittes, duted February 21, 2003, the Counly Manager
apprised that: "Based on additional resources required for the November 5" election, the ES&S
contract was depleted sganer iivan expected: We have-boon abla-te.nagntiate o paymant of

$454,000 to ES&S for direct expenses 10 their two minority subcontractars. The initial request
from ES&S for these expenses exceeded $1.9 pnillior. k- acdition-wa-valk roquire- additona
service and the inclusion of additional line tems for line itemns and supplies, The amendment will
require Board of County Comrmissionars and appropriate Commitlee approval.”

3 he Project Manager is currently on boord and working with the County's Flections
Department, hence the retroactive nifective dite of January 16, 2003, When asked by the OIG
about the Project Manager's current contract of whether it is under the authority of the originat
contract, it was explained to the OIG that at presont this particular individual's riate is $1.1 00 peor
day, and hopefully with the Supplemental Agreement the rata of 5700 per day will also be made
retronclive.  Furthermore, whit is confusing, if not troubling, is that there i approximately $1.17
million dollars avaitable under tho current contract. s uniclenr whether the Courty has not paid
his smount of whether ES&S owes services (o the County equivalent to that dollar umount. 1L is
also unclear whether the 5454 000 subconlractor frew and the $147.000 Project Manager fees
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calculation, not including  Gounty observed  holidays  and  weekends,  the
supplemental consullant sevices would end around November 17, 2003,

While tha OIG does not contest the tact that the Llections Department will
require continued support from FS&S, the OIG questions whether and when the
County will ever_be able to_cutthe prevorpal wmhilicg) cord from the vendor.
Should the anlicipated 8.0/2.4 Upgrade be certified in the fall or late 2003,
around or after the 210 days oxpiration of the Project Manager's Supplemental
Agreement, will the County require additional scrvices for its implementation?
Will there ba need of another 210 days of support? If and when the BHA&S
Project Manager requires aining on the company's new upgrades and projects,
will the time spent in training (at ES&5 Headquarters) be counted against tho
210-day consultancy period? Instead of relying on ES&S employeas to consuit
the Elections Department on iVotronic and Unity systems, the Department should
aggressively recruit and train more qualified individuals with  Information
Technology (IT) backgrounds to assist the Department from within.  These
individuals, in turn, would be able to more effectively communicate with ES&S
representalives on how to manage the existing network and implement new
software upgrades.  With 1T backgrounds, these staff members would also be
able to intelligently decipher ES&S product iterature, submilted  certification
materials of public record, and other technical manuals in order 1o more
effectively advise the new Supervisor of Elections. The Elections Department
would then be able to assess the {l:!ﬁCtiDﬁlililie7544 of uparades independent from
the representations of ES&S! sales staff.”

will be deducted from the $1.17 million bilance, of whither additional spending authorization 15
required.

 Although the software/firmware developed by ES&S is snurce code protected, and the sourco
codes themselves arg exempt from the State’s Public Records Law, there is an abundant amount
of technical materials that should be available for inspection. The County could aiso insist that as
a part of any agreemenl, that it be provided with a copy of tha TDP submitled o the State for
cenification purposes (minus source codes) tor the firmware version utilized by the County or one
that the County is contempliating using,

5 The continual sales and marketing efforts of CS&S should not be underscored. . Cven though
we have purchasod over $24 million in product and services, ES&S continues 1o develop anciltary
products for curront ES&S clionts. At the recent flonida ES&S users group meeting in FL
Meyers, Florida, the afternoon session was o siles presentation by ES&S. The iterns presented
included iVotronic Portable Racking Systems, Guang Battery Chargers, Power tosters, and
Courterfait Ballot Detectors.  Furthennore, a5 port of the Draft Proposad  Supplementil
Agreemont, the LS&S Project Mimager's Rovised Project Manager Description includes: No. 7
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V. CONCLUSION & RECOMMENDATIONS

This report was intended to review the product procurement process and
performance of the iVolronic touch-screen machines.  The voting  system ¢ -
purchased from ES&S has, thus far, cosl the County over $24 million dollars.

Miami-Dade County bought iVotronics and we will be using them in future §B™g

clections. There is na getting around that reality. We have to leam to_make do a
with what we have. Surely, there will he upgrades to the system. However,
management should ng be Jed blindlv.g 16 ztugation gvendor
who turned the 2002 Miami-Dada G j st sithlooits,
é)_l!_map multi-lingual firmware, e s it i

The OIG recognizes Ihat at present the Elections Department is
experiencing a transition led by the County Manager's Business Management
Team. The transition will include a now Department director and a re-
organization of the Elections Department. The Departiment is hoping ta secure
additional permanent staffing positions and acquire new facilities. However, the
Elections Department needs to do more than just increase in size and move to A
new location. It rust actively prepare for future elections.

Furthermare, the qualification testing for firmware version 7.5 is scheduled
to take place from Apnil 28 to April 30, 2003. Some of the problems associated
with the poll opening process Mg alleviated by this upgrade. However, this
should only be. viewed as a( " ppproach and not as a complete cure.
The Elections Department must sl focus on long term planning solutions,
logistics and support structures, including poll worker recruitment and county
staffing. On-going training will be a huge factor, not only for poli workers but also
for Elections Department staff.  And September is only five months away.
Planning must_be done now and implementation must take place sooner rather
than later. _In other words, more action and less meelings.

wWorks with ESRS Sales Tearn and acts as an ongoing, on-site advocate for all ESS products
and services such os responding to purchasing or leasing from E55: Additional hardware and
software; Election coding; Hardware and software upgrades not included in original warranty;
production and printing of absentee clection ballots; Mail-oul absentee envelopes and supplies;
Vaoice files for touch-screen equipment; Spare or reptacement parts for eloction hardware,
Additional hardwire and softwire wartanties; Additional PM time and voter registration schemes.”
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While the OIG will formulate additional recommendations after receipt of

esponses o this Draft Report, we feel it necessary that at this ime cortain tnllml

rpcmnmendatlonq be made, which should be immaedintely considored by (_,Otmty
mﬁrmgement.

1. Bolster pollworker recruitment efforts, to include outreach within the
corporate community, chambers of commerce, civic organizations,
and other municipal government entities.  Training . should be -
immediately cormmenced upon identification and Lornm:tment of
"[.)(')HWOTKE,%ICL rather than waiting within_sight of a pending election.

»  Reconsider the compensation policy for pollworkers to include -
compensation for hours spent lraining.

3. Identify dedicated counly employees who will be deployed 1o
sypport elections and commence training of these individuals
immediately and on an on-going basis. The process of hands-on
training should mirror  the manner in which other  major
organizations plan and train for large-scale events.

4. lmmedialely identify key personnel within the Elections Department
whe_shall assume the roles of ES&S consultants ass signed 1o the
(“Qunly The Depanment must be able to independently porform
the job of conducting elections, from coding ballots 1o tabulating
results,  without permanent dependence on ihe vendor
Additionally, key personnel must be identified  within the
Department who can  make independent judgments and
assessments of issues that will financially and irrevocable impact
the County in of conducting elections.

S

Given the large number of existing municipalities in Miami-Dade
County, and the inevitable incorporation of additional municipalities,
County officials must strongly study and consider establishing one
date for holding all municipal clections, recognizing that there will
be requirements for speeially- held eloctions.... This.will alleviate a
taxing burden on the Elections Department, which will enable the
Department o concentrate on using its time and resources in the
most efficient and cost-effective manner.
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